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COPYRIGHT

All copyright in this Specification (“Specification”) is owned by The Government of
the Hong Kong Special Administrative Region (“Government”).

All correspondence relating to this Specification should be addressed to the
Government.

As a consequence of the copyright, no person may reproduce this Specification or any
part thereof without the prior written permission of the copyright holder.

© The Government of the Hong Kong Special Administrative Region

LIMITATION OF LIABILITY

The contents of this Specification are provided for the information and use of all users
of the Electronic Submission of Dangerous Goods Manifests Service (“the Service”),
including vessel owners, agents and masters. All information contained in this
Specification is believed to be accurate but neither the copyright holder nor any
person or organisation concerned in the preparation or publication of this
Specification accepts any liability of any nature whatsoever for any loss suffered
either directly or indirectly as a consequence of the use by users of the Service or this
Specification or any trading activity flowing therefrom.

For full details of legal requirements related to the Service, it should refer to the
section 4 of the Dangerous Goods (Shipping) Regulations.
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1. INTRODUCTION

This document provides technical references on the implementation of the
XMLDG project. This document also outlines the deployment architecture,
document processor workflow, and feature list of Hermes Message Service
Handler (MSH).

For the XMLDG schema related document, please reference HKSAR
Dangerous Goods Manifest XML Schema Specification (SS), and XMLDG
Implementation Instructions (II).
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2.
2.1

DEPLOYMENT ARCHITECTURE
XMLDG GATEWAY ARCHITECTURE

It is a PC/Server to serve as a doorway to handle all ebXML messages, as
well as handle all DG related XML documents sending and receiving.

There are two main pieces of software in the message gateway host.

1.

2.

Hermes Message Service Handler (MSH)

e [t is responsible to send and receive ebXML message with tracking

facilities.

e [t requires a database (any JDBC compliant database) for its

persistent storage.

e For more technical detail on MSH, please consult the Hermes MSH

documents.

Data Handler

e Retrieve data from the database, package in ebXML message

format and submit to MSH

e Obtain an ebXML message from MSH, then extract the data from
the XML document and do further processing.

Backend System

Backend DB

Working DB

/

Front-end app

XMLDG Gateway

Application server

MSH

Hermes MSH

Persistent
storage

I N
Operation

log files

Data
Handler

Figure 1: Message gateway architecture overview
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2.2 MESSAGE GATEWAY HARDWARE REQUIREMENT

The recommendation of message gateway configuration:

CPU: 800MHz
Memory: 256MB
Hard Disk: 4GB

* If you want to keep message archive for a longer period of time, larger
hard disk space is required.

2.3 MESSAGE GATEWAY SOFTWARE REQUIREMENT

The implement of MSH is a java servlet, so the following software should
be installed

1. Java SDK Standard Edition 1.4.X
2. Application server with servlet container (e.g. Tomcat server)
3. A JDBC compliant database for persistent storage.

We have successfully test Hermes MSH running properly under Red Hat
Linux, Solaris, Windows 2000 & Windows XP

2.4 PROPOSED DATA HANDLER DEPLOYMENT MODE
2.4.1 Data handler architecture

The implementation of a data handler will be varied under different
environment; however it should provide a basic function that can send and
receive messages. Inside a data handler, there is an interface with XMLDG
business vocabulary library. This library provides APIs to manipulate a
XMLDG XML document including parsing and composing. Users can also
use those APIs to get and set value of each XML element. All XMDG
schema syntax checking and business rules validations will be taken care by
the library.

Moreover, a data handler should contain error-handling mechanism, so that
it can recover any failure to send and receive messages.
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Under ebXML message service (ebMS) specification, how a MSH identifies
a data handler is based on information specified in

Appl i cati onCont ext. Without this piece of information, MSH
cannot deliver a right message to a right data handler. In this project, the
Appl i cati onCont ext should be pre-defined among all parties. An
Appl i cati onCont ext contains four elements.

1. Collaboration Protocol Agreement ID
2. Conversation ID

3. Service

4. Action

The implementation of XMLDG business vocabulary library is a set of java
classes. In order to use this library, we recommend using java as a data
handler programming language.

~ ~— |Data Handler

Data Handler <
activity log Send Message
XMLDG Biz Vocab Polling
Library el PR hy > Working DB
to send record
W N
Message Receive Message
archive Log - Process +ve & -
Error handler
ve message level
acknowledgment /

Process business

WA N level

acknowledgment

Error Log <

Run as a daemon

Poll MSH for
received message

Application Server

MSH Persistent
storage

MSH Log
\ < Hermes MSH /

Figure 2: Data handler component
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2.4.2  Deployment mode

Assumption:

1. A working database that contains all “ready to send” records.
2. A data handler will interactive with the working database, and MSH
only. It has no knowledge on any backend system.

The recommended deployment mode is using one data handler (one process)
to handle all sending and receiving requests. The data handler will run as a
daemon process, and it will continue polling the working database to check
whether there are “ready to send” records. If this is the case, the data
handler will send those records out, as well as perform some business logics
rules.

There will be three kind of received messages.
1. Positive receive acknowledgment

Receiver MSH receives the message successfully, and a positive
receive acknowledgment will send back to the sender.

2. Negative receive acknowledgment

Sender MSH cannot deliver the message to receiver MSH after specified
retry period.

3. Business acknowledgment

An acknowledgement sent by the data handler of the receiver end after
data handler processed the message based on business logic and
process flow.

Since the data handler is run in background, the MSH will invoke it when a
message is received. The data handler should have the ability to determine
what kind of received message and perform certain kind of action
accordingly.
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3. DATA HANDLER PROGRAMMING
3.1 SHIPPING AGENT

3.1.1  Sending message flow

Start

N

Create a MSH application
context object using
Appl i cati onCont ext ()

The client application tries to

CreateaMSHrequest | ] register to MSH at this point
object using Request () _

v

Check working database T

No

{as ready to send
record?

Yes
h 4

Create the documents that are These are the payloads of an
being sent. In this case, / ebXML message
Credential and

Danger ousGoodMani f est are
created
v .
Create message ID using Thgse two parameters are
MessageSer vi ceHandl er  static function required to create an ebXML
messagel d() and timestamp using message
MessageSer vi ceHandl er static function
timeStanp()

N

Create an ebXML message
using Ebxm Message()

v

Add the message header
using Ebxm Mesage
addMessageHeader ()

A

Set duplicate elimination using
MessageHeader
set Dupl i cateElim nation()
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Multiple payloads can be
added. The payload is
required to convert to an
Add the payloads to the ebXML At t achenent Dat aSour se
message using / object and then convert to a
Ebxm Message Dat aHandl er object before
addPayl oadCont ai ner () calling the function

A

After all payloads are added, call Ebxm Message
saveChange() to save the message

A

Call Request sendRel i abl y() to
send out the mesasge

N

All data processed

Figure 3: Sending message programming flow for shipping agent
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3.1.2

Receiving message flow

Start

A

Create a MSH application
context object using
Appl i cati onCont ext ()

.

Create a MSH
request object
using Request ()

A

Mark the working
database system

Prepare to resend
the message

Handle the
message specially

4—No

» Wait for message arrival

Message arrived?

Yes

Message is a positive
acknowledgement from MSH?

No

Message is a negative
acknowledgement from MSH?

No

Message is an
acknowledgement from
HKSARG?

Yes

v

Get the payload from the
ebXML message using
Ebxm Message
get Payl oadCont ai ners()

v

Extract and
process the
content

A

‘ The whole message ‘
processed

The client application tries to

/ register to MSH at this point

The client application is in
idle state

onMessage() function is
called by MSH server

A list will be returned. For
the acknowledgement in this

application, there should be
/ only one payload in an

ebXML message.

Figure 4: Receiving message programming flow for shipping agent
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3.2 MARINE DEPARTMENT
3.2.1 Sending message flow

Start

A

Create a MSH application
context object using
Appl i cati onCont ext ()

v

object using Request ()
’—b( Check working database T

No

A business
acknowledgement ready

Yes

v

Create the
Acknow edgenent
document.

v

Create message ID using
MessageSer vi ceHandl er static function
nessagel d() and timestamp using
MessageSer vi ceHandl er static function

timeStanp()

v

Create an ebXML message
using Ebxm Message()

v

Add the message header
using Ebxm Mesage
addMessageHeader ()

A

Set duplicate elimination using
MessageHeader
set Dupl i cat eEl i mi nation()

The client application tries to

CreateaMSHrequest | 7 register to MSH at this point

This is the payload of an

ebXML message

These two parameters are

required to create an ebXML
message
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° Multiple payloads can be

added. The payload is
required to convert to an

Add the payloads to the ebXML At t achenent Dat aSour se

message using / object and then convert to a

Ebxm Message Dat aHandl er object before
addPayl oadCont ai ner () calling the function

A

After all payloads are added, call Ebxm Message
saveChange() to save the message

N

Call Request sendRel i abl y() to
send out the mesasge

A

All data processed

Figure 5: Sending message programming flow for Marine Department
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3.2.2  Receiving message flow
Start
A
Create a MSH application
context object using
Appl i cati onCont ext ()
i The client application tries to
register to MSH at this point

Create a MSH
request object
using Request ()

I

The client application is in
A idle state

» Wait for message arrival

Mark the working
database system

the business

Prepare to resend

acknowledgement

aYes

Handle the
message specially

4No

onMessage() function is
called by MSH server

Message arrived?

Yes
The business

acknowledgement has been
received by shipping agent

Message is a positive
acknowledgement from MSH?

No
The business

acknowledgement cannot
reach the shipping agent

Message is a negative
acknowledgement from MSH?

No

Message is a
DangerousGoodsManifest document
from shipping agent?

A list will be returned. In the

Yes application, the list of payload

v stores the Cr edent i al and

Get the payload from the Danger ousGoodsMani f est
documents

ebXML message using
Ebxm Message
get Payl oadCont ai ners()

Extra‘ct and
process the
contents of the
payloads

The whole message
processed

Figure 6: Receiving message programming flow for Marine

Department

Page 11



XMLDG Version 1.0
TECHNICAL IMPLEMENTATION REFERENCES October 2003

3.3 MESSAGE LIFE-TIME

°

Application calls MSH to send message

Message is to be sent

Application receives exception Application receives negative acknowledgement

Application receives positive acknowledgement

G/Iessage is not sent to MSI—D G{eceiver MSH receives the messaga Q/ISH cannot send message to receivea

l | |

Retry / Quit Finished Retry / Quit

Figure 7: Message life-time state diagram
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4. USING XMLDG BUSINESS VOCABULARY

The library covers the three types of documents that are involved in the
dangerous goods manifest submission process. These documents are
dangerous goods manifest, acknowledgement and credential. In this
document, the sequence of object creation is provided and dangerous goods
manifest is used as an example. For more details, please refer to XMLDG
Vocabulary Library User Guide.

4.1 PACKAGE OVERVIEW
There are four packages in the XMLDG business vocabulary library.
1. hk.hku.cecid.phoenix.dg
This package contains the classes that used to compose a Dangerous
Goods Manifest document, e.g. Docunent Header ,
Danger ousGoodsMani f est, Transport and Acknow edgenent
etc.

2. hk.hku.cecid.phoenix.vocab

This package contains the exception classes like
Constrai nt Vi ol at edExcepti on, VocabExcepti on.

3. hk.hku.cecid.phoenix.vocab.cct

This package contains the core component types that are used in the
library, e.g. CodeType, Text Type and | dType etc.

4. hk.hku.cecid.phoenix.vocab.util

This package contains all utility classes, e.g. El ement Appender,
Nanespaces and Ti nest anp etc.

4.2 DANGEROUS GOODS MANIFEST DOCUMENT CREATION

This is the document for agents to declare the dangerous goods to
HKSARG. Each document must contain one document header, transport
information and a number of dangerous goods items. In this library, a
dangerous goods manifest document is represented using a

Danger ousGoodsMani f est object.

4.2.1  Creation Sequence

The sequence of creating a dangerous goods manifest document is shown as
follows:
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1)

2)

3)

4)

S)

6)

Create a new DangerousGoodsManifest document instance using
newl nst ance() method.

Danger ousGoodsMani f est dgm =
Danager ousGoodsMani f est . newl nst ance();

Get the default DocumentHeader in the Manifest document using
get Docunent Header () method.

Docurent Header header = dgm get Document Header () ;

Set the content of the child elements. Documentld is used as an example.

Docurent | d docunentld = header. get Docunent 1 d() ;
Docunent | d. set Cont ent (“1234@hi ppi ngagent . cont);

Create and set Transport in the Manifest document using

get Transport () andset Transport () methods. With the

hk. hku. ceci d. phoeni x. vocab. appendQpt i onal Chi | dren
attribute in the properties file vocab. properti es setto f al se, optional
elements are not created by the library. The optional elements should be
created and then appended to its parent.

Transport transport = dgm createTransport();
dgm set Transport (transport);

Set the content of other child elements. Vessel and its child, Name, are
used as an example.

Vessel vessel = transport.createVessel ();
Nanme nane = vessel.createNane();

nane. set Cont ent (“ UNI - ACCORD") ;

vessel . set Name( nane) ;

transport. set Vessel (vessel);

Add the list of DangerousGoodsltem into the Manifest document. Firstly,
creat eDanger ousGoodsl t en() method is called to create the item.

Danger ousGoodsltem i tem = dgm creat eDanger ousGoodsl ten() ;
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7) Set the content of the child elements. DangerousGoodsltem is used as an
example.

Danger ousGoodsltemitenml =
dgm cr eat eDanger ousGoodsl ten() ;
dgm addDanger ousCGoodsl ten(iteml);

8) After all content of the child elements have been set,
addDanger our Goodsl t en() method is called to add the item into the
list.

Dgm addDanger ousGoodsltem(item ;
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4.2.2  Element Values

When an element is created, its value is created according to the following
rules:

» Ifthere is a fixed value constraint in II for the element, the fixed value is
set.

» For elements with fixed attribute in II, the fixed attribute and its value are
set.

» For elements with fixed enumeration values both in SS and II, the first
value of the enumeration is set. The II overrides the SS.

« If the above rules do not apply, empty string is set for element with
St ri ng type; “0” is set for element with | nt eger type; “0.0” is set for
element with Deci mal type; current date-time is set for element with
dat eTi me type. The data types are the data types in the SS.

When an element is created, the number of elements is created according to
the following rule:

« If it is a mandatory child specified in the SS, the library creates the child
with its occurrence according to the SS.

« Ifitis an optional child, the library looks for the
hk. hku. ceci d. phoeni x. vocab. appendOpt i onal Chi | dren
attribute in the properties file vocab. pr operti es. If the attribute is
set to t r ue, the number of children created is always 1, otherwise, the
optional child is not created. It is suggested to set the attribute to be
f al se. Optional element requires special handling including element
creation and appending to its parent.
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4.3 DANGEROUS GOODS MANIFEST DOCUMENT VALIDATION
The library performs validation when :

« element content is set (set Cont ent () ),
« achild element is added to a parent,
« data is compiled to XML form (mar shal () )
information is extracted from XML form (unnar shal () )

During validation:

« The library validates the document against the constraints in II followed
by those in the SS.

» A newline character is considered as 1 character in a String.

« For a digit which is a negative number, the negative sign is considered
as 1 digit in the integral part.

If the XMLDG schema or XMLDG 11 is violated,
hk. hku. ceci d. phoeni x. vocab. VocabExcept i on is thrown.
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5. HERMES MSH
5.1 FEATURE LIST AND RELEASE

Hermes MSH specification is based on ebXML Messaging Services (ebMS)
Specification V2.0 (htt p: / / ww. oasi s-

open. or g/ conm t t ees/ ebxm - nsg/ ). In order to enrich Hermes MSH
functionality, we have injected several features that are not stated in ebMS
specification. Here is a highlight.

Hermes MSH Features Code Type Release

Normal Runtime Operation

Send message

Retry mechanism Runtime 0.9.1.0

Duplication elminiation Runtime 0.9.1.0
Check arrival message

onMessage(). MSH server will call the onMessage() API 0.9.1.0

function implemented by the client application
whenever there is an incoming message.

Positive receive acknowledgement Runtime 0.9.2.0

Negative receive acknowledgement Runtime 0.9.1.0

Message Tracking

API to check message status

individual message status (sent, retries...) API 0.9.2.0
number/list of pending messages API 0.9.2.0
Diagnosis Dump MSH script 0.9.2.0

MSH Monitoring

API to check msh status

Check database availability API 0.9.1.3
Check Java VM environment API 0.9.1.3
Check file system API 0.9.1.3
MSH Maintenance
Start/Stop Tomcat script | 0.9.1.0
API to manage msh
Halt service API 0.9.2.0
(simply deny response any send/receive request)
Clean halt service API 0.9.2.0

(send a negative acknowledge for any unsend message,
and then deny the service)

Resume service API 0.9.2.0
Deletion of a queued message API 0.9.2.0
Archiving by date (filesystem + database) API 0.9.2.0

All archived data will be stored in a file system, and the
original data will be deleted.

Backup MSH snapshot (filesystem + database) API 0.9.2.0

Recover backup snapshot (to a clean environment) API 0.9.2.0

Current release : 0.9.3.1
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5.2 MSH API

For the full MSH API list, please refer to the MSH java doc. Here are some
API highlights that will available started from release 0.9.2.0.

5.2.1  Normal runtime operation

Positive receive acknowledgment

API Signature voi d sendRel i abl y( Ebxm Message mnsg,
bool ean needSi gnedACK)

Input The message to be sent and a flag to
indicate whether signed ACK is needed
from receiving end. Note: whether
positive ACK is generated or not is
determined in the properties file of
MSH.

Output A special ebXML message will be
delivered to application containing the
message ID of the sent message.

Negative receive acknowledgment

API Signature voi d sendRel i abl y( Ebxm Message mnsg,
bool ean needSi gnedACK)

Input The message to be sent and a flag to
indicate whether signed ACK is needed
from receiving end.

Output A special ebXML message will be
delivered to application containing the
message ID of the sent message.

5.2.2  Message Tracking

Check individual message status

API Signature String get MessageSt at us( ArraylLi st
nessagel dLi st)

Input A list of message ID to query
Output An XML string returning the status of
the queried message.
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Check number/list of pending messages

API Signature String [] getPendi ngMessages()

Input N/A
Output A string array containing the list of
pending messages

5.2.3  MSH Monitoring

Check database availability

API Signature String checkDat abase()

Input N/A

Output An XML string returning either success
or the failed reason.

Check Java VM environment

API Signature String reportEnvironnent ()

Input N/A

Output An XML string returning either success
or the failed reason.

Check file system
API Signature String checkPersistence()
Input N/A
Output An XML string returning either success

or the failed reason.
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52.4

MSH Maintenance

Halt service

API Signature

String halt MSH(i nt | evel)

Input Halt level (NORMAL HALT, or
CLEAN HALT)
Output An XML string returning the status of

the queried message.

Clean Halt service

API Signature

String halt MSH(i nt | evel)

Input Halt level (NORMAL HALT, or
CLEAN HALT)
Output An XML string returning the status of

the queried message.

Resume service

API Signature

String resunmeMsH()

Input

N/A

Output

An XML string returning the status of
the queried message.

Deletion of pending messages

API Signature

Map del et ePendi ngMessages( ArraylLi st
nessagel dLi st)

Input

A list of message ID to delete

Output

An XML string returning the status of
the queried message.
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Archiving by date

API Signature String archiveByDat e( Dat e date)

Input Archive reference date. The archive will
be made on data on or before the pass-in
date.

Output A Map with message ID as key, and with
deletion status as value

Backup MSH snapshot

API Signature String backupMVsH()

Input N/A

Output An XML string returning the status of
the queried message.

Restore MSH snapshot

API Signature String restoreVsH()

Input N/A

Output An XML string returning the status of
the queried message.

Page 22



XMLDG Version 1.0
TECHNICAL IMPLEMENTATION REFERENCES October 2003
53 MSH SCRIPT
For the full technical details, please refer to the MSH Installation Guide.
Here is the high level description that will be available started from release
0.9.2.0.
5.3.1 Message Tracking

Diagnosis dump

54

54.1

54.2

MSH Script The script is stored under the diagnosis
subdirectory.
Input di agnosi s. properties. xm

stores the diagnosis dump configuration.
Input criteria include time period and
message type (application context).
Output Relevant entries in the database and
corresponding message files in message
repository are returned.

MSH TooLs

Several tools are created based on MSH APIs. For more information,
please go to the project website and download the tools.

MSH heartbeat tool

This is a tool that can send a loop back message to a MSH, check the
response, and the result will be written to a log. You can execute this tool as
a scheduled job (e.g. runs every 1 hours). When the heartbeat fails, it will

send out an alert email. Also, this script is NOT necessarily placed under
the same machine of MSH.

MSH System Commander
This is a tool that can send a direct command to a Hermes MSH.

Here is a list of commands

Command Function

checkdb Check database connection

resetdb Reset database connection pool

suspend Suspend MSH

term Terminate MSH and then send negative
ACK for all pending message

resume Resume MSH

backup Backup MSH files and database entries

restore Restore MSH from backup files

archive Archive-related functions. Options and
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argument

1. archive by date

2. archive by application context
3. delete the archive messages

housekeep Housekeep startup file (with delete
unreferenced startup files options)

54.3 Hermes MSH Webmin

It is a web interface for MSH administration. Some of the modules are the
same as those provided by System Commander.

Here is a list of modules of Webmin

Diagnosis Dump

Message Tracking

MSH Database Information
MSH Information

MSH Maintenance
Message Archive
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5.5 AUTO-GENERATED ELEMENTS IN EBXML MESSAGE HEADER
Every ebXML message requires a message header to specify the properties
of the message and the communication channel transferring it. Messagel d

element and Ti mest anp element are elements of ebXML MessageHeader
in an ebXML message. Both of the elements are auto-generated by MSH.

5.5.1 Messagel d element

Messagel d is a unique identifier for each ebXML message. It is auto-
generated by MSH based on the following items:

system time (up to millisecond)
CPAId element

Service element

Action element

host IP address of sender

sequence number (maintained by MSH internally)
5.5.2  Ti mest anp element

The Ti nmest anp element contains a value representing the time that the
message header was created. It is handled by MSH.

5.6 MSH DATABASE

Hermes MSH requires a database to store the status of communication, to
support resilience, reliable messaging, message tracking, etc.

SQL92 standard when designing the MSH database tables, so basically it
support all RDBMS, as long as their JDBC drivers are available.

For Hermes MSH v0.9.3.1, there are 9 tables and the scripts are shown
below.

CREATE TABLE MsSHConfig (
c_cpai d VARCHAR(128) not null,
c_conversationid VARCHAR(128) not null,

c_service VARCHAR(128) not null,

c_acti on VARCHAR(64) not null,
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c_tonshurl VARCHAR(255) not null,

c_nessagel i st ener VARCHAR(255) not nul |,

c_transporttype VARCHAR(10) not null,

c_retries | NTECER,

c_retryinterval VARCHAR(32) not null,

c_syncreply | NTECER,

c_nessageor der CHAR,

c_persistdurati on VARCHAR(32) not null,

c_enabl ed CHAR,

primary key (c_cpaid, c_conversationid, c_service,

c_action)

)

CREATE TABLE MessageStore (
c_nessagei d VARCHAR(255) not null,
c_cpai d VARCHAR(128) not nul I,
c_conversationid VARCHAR(128) not null,
c_servi ce VARCHAR(128) not null,
c_action VARCHAR(64) not null,
c_fil ename VARCHAR(255) not null,
c_state | NTECER,
c_sequenceNunber | NTEGER,
c_archived CHAR

primary key (c_nessageid)

CREATE TABLE Messagel nfo (
c_nessagei d VARCHAR(255) not null,

c_nunber of payl oad | NTECER,

c_tinestanp VARCHAR(32) not null,
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c_rowtinestanp VARCHAR(32) not null,

primary key (c_nessageid)

CREATE TABLE Ref ToMessage (
c_nessagei d VARCHAR(255) not null,
c_reftonessagei d VARCHAR(255) not null,

primary key (c_nessageid)

CREATE TABLE Sendi ngState (
c_nessagei d VARCHAR(255) not null,
c_currentRetry | NTEGER,
c_nextretryti me VARCHAR(32) not null,

primary key (c_nessageid)

CREATE TABLE Sent Message (
c_tinme VARCHAR(32) not null,
c_nessagei d VARCHAR(255) not nul |,
c_status VARCHAR(255),
c_frompartyid VARCHAR(128) not null,
c_topartyid VARCHAR(128) not null,
c_cpai d VARCHAR(128) not nul I,
c_conversationid VARCHAR(128) not null,
c_service VARCHAR(128) not null,
c_action VARCHAR(64) not null,

c_ackrequest ed CHAR,

c_dupEl i m nati on CHAR
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)

CREATE TABLE Recei vedMessage (
c_tinme VARCHAR(32) not null,
c_renot eaddress VARCHAR(16) not null,
c_renot ehost VARCHAR(32) not null,
c_nmessagei d VARCHAR(255) not nul |,
c_status VARCHAR(255),
c_frompartyid VARCHAR(128) not null,
c_topartyid VARCHAR(128) not null,
c_cpai d VARCHAR(128) not nul I,
c_conversationid VARCHAR(128) not null,
c_service VARCHAR(128) not null,
c_action VARCHAR(64) not null,
c_ackrequest ed CHAR,

c_dupEl i mi nati on CHAR

CREATE TABLE MSHLog (
c_tinme VARCHAR(32) not null,

c_acti on VARCHAR(64) not null

Page 28




XMLDG Version 1.0
TECHNICAL IMPLEMENTATION REFERENCES October 2003

6.

XMLDG FAQ

6.1 ABOUT XMLDG

Q

6.

Q:

: What is the XMLDG system?

XMLDG service, implemented in accordance with OASIS ebXML Message
Service (ebMS) V2 Standard, is provided by Marine Department (MD) of
HKSARG to facilitate the system-to-system submission mode of Dangerous
Goods Manifest in XML format electronically via Internet.

What are the benefits of using XMLDG for Dangerous Goods Manifest
submission?

The XMLDG service enables the submission end to directly generate from their
backend computer systems the Dangerous Goods Manifests and send them to MD
through the Internet. This can help to increase the efficiency by eliminating the
manual data input efforts and eliminating the human typo.

How to join XMLDG?

Interested parties who wish to join or obtain further information on XMLDG may
contact:

The Dangerous Goods & Project Section, Marine Department
Tel. 28523085
Fax. 28158596

Email: pfdg@mardep.gov.hk

2 XML SCHEMA & IMPLEMENTATION DOCUMENTS

What is the purpose of Dangerous Goods Manifest XML Schema Specification
(SS)?

SS provides the XML schema definitions for the business documents to be
exchanged in the process of Dangerous Goods Manifest submission.

Q: What are the business documents being exchanged in the project?

Currently, there are three types of documents involved in the XMLDG submission
process, namely Dangerous Goods Manifest (DGM), Acknowledgement and
Credential. DGM is the business document for agents to declare dangerous goods
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to HKSARG. Acknowledgement is the business document for HKSARG to
acknowledge the DGM submission. Credential contains user identifier and
password for HKSARG to authenticate the sender of the DGM.

Q: Does the SS match with International Maritime Organization’s (IMO)
recommendation?

A: DGM specified in the SS is defined and specified according to the IMO’s
recommendation.

Q: What is the purpose of Implementation Instructions (II)?

A: II is a document that provides the instructions for shipping agents to implement
their systems to use the XMLDG service provided by HKSARG through Marine
Department. Interpretation and restrictions of the schema, networking
configuration and ebXML messaging are covered in the document.

Q: What is the purpose of Technical Implementation Reference (TIR)?

A: TIR is a document that provides technical references on the implementation of the
XMLDG project. It includes the deployment architecture, processing workflow
and usage of XMLDG Vocabulary Library.

Q: What is XMLDG Vocabulary Library?

A: The XMLDG Vocabulary Library provides an XML binding framework for the
XMLDG project. It maps each element in the XML schema specified in SS and 11
to a Java class. Each Java class provides getter and setter methods to manipulate,
validate and parse the XML documents.

6.3 MESSAGE EXCHANGE
Q: What is ebXML Messaging Service(ebMS)?

A: ebMS provides the mechanism for packaging and transporting business
documents in a standardized, secure and reliable manner. ebMS defines the header
and the envelope for packaging one or multiple business documents, usually in
XML format, into an ebXML message. The header and the envelope define the
behaviour, such as reliable and secure messaging features, for the ebXML
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Message Service Handler (MSH) software used by two parties to send and receive
the message. The Version 2.0 of the ebMS is adopted in the XMLDG project.

For technical details about ebXML message services, please refer to the OASIS
ebXML Message Services Specification Version 2
(http://www.ebxml.org/specs/ebMS2.pdf).

Q: What is Message Service Handler (MSH)?

A: MSH is a piece of software used to send and receive ebXML messages. In the
XMLDG project, the MSH should be compliance with the OASIS ebMS V2
standard. Shipping Agents can choose any MSH software product that is
complicance with the OASIS ebMS V2 standard. An interoperability test on the
MSH product between Shipping Agents and MD before production run. Hermes
MSH is one of such products that passed the interoperability test with MD.

Q: What is Hermes Message Service Handler (MSH)?

A: Hermes is a MSH implementation. It is in compliance with the OASIS ebMS V2
standard. It is implemented by the Center for E-Commerce Infrastructure
Development at the University of Hong Kong. It is released as an open-source
project under the Academic Free License. For more details of Hermes MSH,
please refer to http://www.freebxml.org/msh.htm.

Q: What are software and hardware requirements of Hermes MSH?

A: Hermes MSH requires Java Runtime Environment (JRE) 1.4 or above. The MSH
needs a database to store the status of communication, to support resilience,
reliable messaging, message tracking, etc. Hermes MSH runs on a servlet
container.

Q: Which platforms are tested using Hermes MSH?
A: OS: Linux, Solaris, Windows 2000, and Windows XP

Database: Oracle, MS SQL Server, PostgreSQL, JDataStore, and MySQL
Application Server: Jakarta Tomcat, WebSphere, WebLogic, JBoss, and JRun

Q: What is the cost of Hermes MSH?
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A: Hermes is an open-source project released under the Academic Free License. It

can be downloaded at http://www.freebxml.org/msh.htm.

Q: Does Hermes MSH provide any administration or monitoring tool?

Supporting tools are provided for administrating and monitoring Hermes MSH.
Hermes MSH Heartbeat Tool checks if Hermes MSH is alive. Hermes MSH
System Commander sends administrative commands to MSH, such as suspension,
backup, archiving and checking of database connection. Hermes MSH Webmin is
a web interface for Hermes MSH administration. Some of the modules are the
same as those provided by System Commander, like MSH maintenance, MSH
information and message archive. Those tools can be found under XMLDG
project website.

Q: How to drive Hermes MSH to send and receive messages?

A Java data handler should be implemented to send and receive messages to and
from Hermes MSH through Java API calls.

Q: What is version of Hermes MSH currently using in XMLDG system?

A: Up to the time of compiling this document, XMLDG is using Hermes MSH

version 0.9.3.1.

6.4 NETWORKING

Q:

6.5

Q:

What is the network-setting requirement between Marine Department and
Shipping Agent?

The messages are exchanged through the Internet using HTTP over IPSec
protocol. Shipping agents using the XMLDG service should set up an IPSec VPN

server to establish a gateway-to-gateway tunnel with the IPSec server in Marine
Department.

DEVELOPMENT

How to integrate Hermes MSH with my backend system?

Page 32



XMLDG Version 1.0
TECHNICAL IMPLEMENTATION REFERENCES October 2003

A: Tt is assumed that there is a working database that contains all “ready to send”
records. A data handler should be implemented to interact with the working
database and Hermes MSH. It has no direct interaction with the backend system.

The recommended deployment mode is using one data handler, i.e. one process, to
handle all sending and receiving requests. The data handler will run as a daemon
process and it will continue polling the working database to check whether there
are “ready to send” records. Hermes MSH invokes the data handler when a
message is received. The data handler then performs some business logics.

Q: What resources are required on the implementation?
A: In general, there are two program modules that need to be implemented.

One is data extraction module that will extract DG data from backend system to a
working database based on some business logics. These logics can be varied from
different shipping agents.

The second one is a data handler that responsible to send and receive ebXML
message, and process XML document data content. Currently, a data handler is
acting as a Hermes MSH Client, and it is only avaible in Java platform. There are
some sample codes in the project website.

Q: Is it possible to test the XMLDG applications with Marine Department before
production run?

A: Yes. There is a testing environment established in Marine Department. Interested
parties can contact the Marine Department for detailed arrangements.

Q: Apart from technical aspects, what are the other critical success factors to watch
out during implementation?

A: Shipping companies shall take the opportunities to re-design the related business
processes in order to derive the full benefits and efficiency of the new system-to-

system service delivery mode. Change management activities coupled with
comprehensive training will certainly increase user buy-in.

6.6 SUPPORT

Q: What is the support arrangement?
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A: The Marine Department will engage the necessary ongoing technical support
services for the Hermes MSH software suite to ensure effective operations of the
production service provision. However, any application development or
maintenance efforts for interfacing with and integrating backend systems will be
borne by the participating companies concerned.
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APPENDIX A: SHIPPING AGENT DATA HANDLER SAMPLE CODE

x

.vocab. *;
.vocab. util.¥*;
.vocab. cct. *;

i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoeni

xX X

i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoeni
i mport hk. hku. ceci d. phoen

. dg. Danger ousGoodsani f est ;
. dg. Danger ousGoodsl t em

. dg. Docunent Header ;

. dg. Transport;

. db. Acknow edgenent ;

X X X X X

i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoen

x

. message. handl er . *;
. message. packagi ng. *;

x

public class DGDat aHandl er inplement Messageli stener {

publ i ¢ DGDat aHandl er () {}

/**

* Handl es the received nmessages.
* This is for inplenenting the Messageli stener interface.

*/
public void onMessage( Ebxm Message ebxm Message) {
/1
/1l check the type of received nessages and
/1 process the nessage depends of the type.
/1
}
/**
* Function create a MSH Request object
*/

publ i c Request createMSHRequest () {

Request nshReq = nul |

try {
/1
/1 create a MSH ApplicationContext object
/1
Appl i cationContext ac = new ApplicationContext(cpal D

conversationl D, service, action);

/1
/'l create the Request object
/1
mshReq = new Request (ac, new URL(toMsSHUrl), this,
transport Type) ;
}
catch (Request Exception e) {
e.printStackTrace();

}
catch (Mal f ormedURLException e) {
e.printStackTrace();
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}
return nshReq;
}
/ * %
* Function a Dangerous Goods Mani fest docunent
*/
publ i c Danger ousGoodsMani f est newDGVani f est Docunent () {
try {
/1
/1 create the XMLDG docunent
/1

Danger ousGoodsMani f est dgm =
Danger ousGoodsMani f est . new nst ance() ;

/1
// add the document header
/1

Docunent Header header

dgm get Docunent Header () ;

Docurent I d docunentld = header. get Docunent 1 d();
docunent | d. set Cont ent (" 1234@hi ppi ngagent . comt') ;

/1
/1 add transport infomation
/1

[/ Transport is an optional element in SS

/1 As the appendOpti onal Chil dren=fal se

/1 in vocab.properties, we need to create

/1 the optional elenent first, and append it
/1l to its parent.

/1

Transport transport = dgm createTransport();
dgm set Transport (transport);

/1

//sanpl e optional elenents: Vessel, Nane
/1
Vessel vessel = transport.createVessel ();

transport. set Vessel (vessel);

Nanme nane = vessel.createNane();
nane. set Cont ent (" UNI - ACCORD")
vessel . set Name( namne) ;

/1
/1 add dangerous goods item (another optional elenent)
/1
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/1

/ I Danger ousGoodsltem (opti onal )

/1

DangerousCGoodsltem itenl = dgm creat eDanger ousGoodslten();
dgm addDanger ousGoodslten(iteml);

/1

/ | Danger ousGoods (nandat ory)

/1

Danger ousGoods dgl = iteml. get Danger ousGoods();

/1

/ | Danger ousGoods’ children (all are optional)
/1

UNDGA d id = dgl.createUNDd d();

i d. set Content ("1549");

dgl. setUNDGA d (id);

/1

/1 &t her children of DangerousGoodsltem
/1 (all others are optional)

/1

G ossMassMeasure grossMasshMeasure =
iteml. creat eG ossMassMeasure()

gr ossMassMeasure. set Cont ent (“460") ;
iteml. set G ossMassMeasur e( gr ossMassMeasur e) ;

catch (ConstraintViol at edException e) {
/1
/1 Constraints in Il violated
/1
e.printStackTrace();

}

cat ch (SchemaNot FoundException e) {
/1
/1 Schema files cannot be found
/1
e.printStackTrace();

cat ch (Constrai nt sNot FoundException e) {
/1
/1 Constraints file cannot be found
/1
e.printStackTrace();

}
catch (VocabException e) {

/1
// Constraints in schema viol ated
/1
e.printStackTrace();
}
return dgm
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}
/ * %

* Functi on package a Dangerous Goods Manifest docunent to
* an ebXM. Message

*/

publ i ¢ Ebxm Message packageDat a( Danger ousGoodsMani f est

mani fest) {

Ebxm Message ebxm Mesg = nul | ;
try {

ebxm Mesg = new Ebxm Message();

/1

/1 call MSH APl to generate a message |ID
/1

String nessagelD = Utility. generateMessagel d
(new Date(), toPartyld, cpald, service, action);
/1
/1 call MSH APl to generate a tine stanp
/1
String tinmestanp = Utility.toUTCString(new Date());
/1
/1 add message header to Ebxm Message
/1
ebxm Mesg. addMessageHeader (fronPartyl D, toPartl D, cpal D,
converstationl D, service, action, nessagel D,

ti mestanp);
/1
// marshal the docunent into a file
/1

File payloadFile = new File(fil eNane);
mani f est. marshal (new Fil eWiter(payl oadFile));
/1
/1 convert the payloadFile to Attachenent DataSource
/1 and add to the Ebxm Message
/1
At t achment Dat aSour ce attachment =
new Attachenent Dat aSour ce( payl oadFi | e,
"text/xm");
Dat aHandl er dat aHandl er = new Dat aHandl er (att achnent) ;
ebxm Mesg. addPayl oadCont ai ner ( dat aHandl er, payl oadl D,

nul 1) ;

}

/1

/1 save the nessage

/1

ebxm Mesg. saveChanges();

catch ( SOAPException e) {

e.printStackTrace();

}
catch (Fil eNot FoundException e) {

}

e.printStackTrace();

catch (1 OCException e) {

}

e.printStackTrace();

catch (Marshal Exception e) {

}

e.printStackTrace();

return ebxm Mesg;
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/**

* Function extract the payload from Ebxm Message and return an
* Acknow edgenent object for further handling

*/

publ i c Acknow edgenent extract Dat a( Ebxm Message nsg) {

}

/**

* Function process an Acknow edgenent

Acknowl edgenent acknow edgenment = nul | ;
try {
Iterator iter = ebxn Message. get Payl oadCont ai ners();
while (iter.hasNext()) {
Payl oadCont ai ner payl oad =
(Payl oadCont ai ner) iter.next();

Attachment Part part = payl oad. get AttachnentPart();

Dat aHandl er dat aHandl er = part. get Dat aHandl er () ;
i f (dataHandl er. get Cont ent Type()
.startsWth("text/xm")) {

St reantour ce source =

(St reantSour ce) dat aHandl er. get Content () ;

/1

/1 create tenp file for transform

/1

File payloadFile = new File(fil eNane);

StreamResult result = new StreamResult
(new FileWiter(payl oadFile));

Transformer transformer =

Transf or mer Fact ory. newl nst ance().

newTr ansf or mer ()

transformer.transform source, result);

/1

/1l create an Acknow edgenent froma file

/1

acknow edgenment = Acknow edgemnent . unnmar shal
(new Fi | eReader (payl oadFil e));

pr ocessAcknow edgenent (acknow edgenent) ;

}
}
catch (1 Oexception e) {}
catch ( SOAPException e) {
e.printStackTrace();
}

catch (TransfornerConfigurati onException e) {
e.printStackTrace();
}

catch (TransfornerException e) {
e.printStackTrace();

catch (Unmarshal Exception e) {
e.printStackTrace();
}

catch (1 OException e) {
e.printStackTrace();
}

return acknow edgenent;
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*/
public void processAcknow edgenent (Acknow edgenent
acknow edgernent) {
try {
/1
/1 get the docurment header
/1
Docurent Header header

ack. get Docunent Header () ;

Docunent | d docunment|d = header. get Docunent | d();
String docurent | dContent = docunent!d. get Content();

/1
/1 get the processing results (optional elenent).
/1 resultCount is the count of processing results.
/1
Li st resultlList ack. get Processi ngResul t () ;
int resultCount = resultlList.size();
for (int i=0; i<resultCount; i++) {
/1
/1 Code is an optional elenent
/1invoke getContent() only if Code is not nul

/1
Code code = result.getCode();
if (code !'= null)
String codeContent = code.getContent();
/1
/1 Text is an optional el enent
/1

Text text = result.getText();
if (text!=null)
String testContent = test.getContent();

/1
/1 process the results
/1

}

}
catch (ConstraintViol at edException e) {
/1
/1 Constraints in Il violated
/1
e.printStackTrace();

cat ch (SchemaNot FoundException e) {

;; Schema files cannot be found
g{printStackTrace();

iatch (Const r ai nt sNot FoundException e) {
22 Constraints file cannot be found
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e.printStackTrace();

catch (VocabException e) {
/1
/1 Constraints in schema viol ated
/1
e.printStackTrace();
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APPENDIX B: MARINE DEPARTMENT DATA HANDLER SAMPLE CODE

.vocab. *;
.vocab.util.*;
.vocab. cct. *;

i mport hk. hku. ceci d. phoeni
i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoen

X X X

i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoeni
i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoen
i mport hk. hku. ceci d. phoen

. dg. Danger ousGoodshani f est ;
. dg. Credenti al

. dg. Docunent Header

. dg. Acknow edgenent ;

. dg. Processi ngResul t ;

X X X X X

i mport hk. hku. ceci d. phoeni
i mport hk. hku. ceci d. phoen

x

. message. handl er. *;
. message. packagi ng. *;

x

public class DGDat aHandl er inplenent Messageli stener {

publ i ¢ DGDat aHandl er () {}

/**
* Handl es the recei ved nessages.
* This is for inplenenting the MessageLi stener interface.
*/
public void onMessage( Ebxm Message ebxm Message) {
/1
/1 check the type of received nessages and process
/1 the message depends of the type.
/1

}
/**
* Function create a MSH Request object
*/
publ i c Request createMSHRequest () {
Request nmshReq = nul |
try {
/1
/1 create a MSH ApplicationContext object
/1
Appl i cati onContext ac = new Applicati onContext (cpal D
conversationl D, service, action);

/1

/'l create the Request object

/1

mshReq = new Request (ac, new URL(toMsSHUrl), this,
transport Type) ;

catch (Request Exception e) {
e.printStackTrace();

}
catch (Mal f ormedURLException e) {
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e.printStackTrace();

}
return nshReq;
}
/**
* Function create an Acknow edgenent docunent
*/
public Acknow edgenent newAcknow edgenent () {
try {
/1
/1 create the Acknow edgement docunent
/1
Acknowl edgenent ack = Acknow edgenent. newl nstance();
/1
/1 add the docurment header
/1

Docurent Header header ack. get Docunent Header () ;
Docurent I d docunentld = header. get Docunent 1 d();
docunent | d. set Cont ent (" 1234@hi ppi ngagent . comt') ;

/1
/1 add the processing results (optional element)
/1 note : resultCount is the count of processing results
/1
for (int i=0; i<resultCount; i++) {
/1
/1 ProcessingResult is an optional el enent
/1 As the appendOptional Chil dren=fal se
/1 in vocab.properties, we need to create
/1 the optional elenent first, and append it
/[l to its parent.
/1
Processi ngResult result =
ack. creat eProcessi ngResul t () ;

/1l Simlar to ProcessingResult,

/1 Code is an optional elenent that
/1 requires special handling

/1 (i.e. createCode(), setCode())
/1

Code code = result.createCode();
code. set Content ("201");
result. set Code();

/1

/1l Simlar to ProcessingResult, and Code

/1 Text is an optional elenent

/1

Text text = result.createText();
test.set Content ("Decl aring party unknown or invalid");
result.set Text (text);

ack. addProcessi ngResul t (resul t);

Page 43



XMLDG Version 1.0
TECHNICAL IMPLEMENTATION REFERENCES October 2003

}
catch (ConstraintViol at edException e) {

/1

/1 Constraints in Il violated
/1

e.printStackTrace();

cat ch (SchemaNot FoundException e) {
/1
/1 Schema files cannot be found
/1
e.printStackTrace();

cat ch (Constrai nt sNot FoundException e) {
/1
/1 Constraints file cannot be found
/1
e.printStackTrace();

}
catch (VocabException e) {

/1
// Constraints in schema viol at ed
/1
e.printStackTrace();
}
return ack;
}
/**

* Functi on package an Acknow edgenent docunent to

* an ebXM. Message

*/

publ i c Ebxm Message packageDat a( Acknow edgerent ack) {
Ebxm Message ebxm Mesg = nul |

try {
ebxm Mesg = new Ebxm Message();
/1
/1 call MSH APl to generate a message |ID
/1

String nessagel D = Utility. generateMessagel d
(new Date(), toPartyld, cpald, service, action);
/1
/1 call MSH APl to generate a tine stanp
/1
String tinestanp = Uility.toUTCString(new Date());
/1
/1 add message header to Ebxm Message
/1
ebxm Mesg. addMessageHeader (fronPartyl D, toPartl D, cpal D,
converstationl D, service, action, nessagelD,

ti mestanp);
/1
// marshal the docunent into a file
/1

File payloadFile = new File(fil eNane);

ack. marshal (new Fil eWiter(payl oadFile));

/1

/1 convert the payloadFile to Attachenent DataSource
/1 and add to the Ebxm Message

/1
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~

*

At t achment Dat aSour ce attachment =
new Attachenent Dat aSour ce( payl oadFi | e,
"text/xm");
Dat aHandl er dat aHandl er = new Dat aHandl er (att achnent) ;
ebxm Mesg. addPayl oadCont ai ner ( dat aHandl er, payl oadl D,

nul 1) ;
/1
/1 save the nessage
/1

ebxm Mesg. saveChanges();
}
catch (SOAPException e) {
e.printStackTrace();
}

catch (Fil eNot FoundException e) {
e.printStackTrace();
}

catch (1 OException e) {
e.printStackTrace();
}

catch (Marshal Exception e) {
e.printStackTrace();
}

return ebxm Mesg;

Function extract the payl oad from Ebxm Message
Assunption : the first payload is a Credenti al
document and the others are
Danger ousGoodsMani f est docunent
This function returns a list containing
the credential (as the first el enent)
and t he Danger ousGoodshani f est docunent (s)
for further handling

public List extractData(Ebxm Message neg) ({

ArrayList list = new ArrayList();

Credential credential = null;
Danger ousGoodsMani f est dgm = nul | ;
try {

Iterator iter = ebxnl Message. get Payl oadCont ai ners();
i nt payl oadCount = O;
while (iter.hasNext()) {
Payl oadCont ai ner payl oad = (Payl oadCont ai ner)
iter.next();
Attachment Part part = payl oad. get AttachnentPart();
Dat aHandl er dat aHandl er = part. get Dat aHandl er () ;
i f (dataHandl er. get Content Type().startsWth
("text/xm ")) {
St reanSour ce source =
(St reantSour ce) dat aHandl er. get Content () ;
/1
/1 create tenp file for transform
/1
File payloadFile = new File(fil eNane);
StreamResult result = new StreamResult
(new FileWiter(payl oadFile));
Transformer transformer = TransformerFactory
. newl nstance() . newTr ansforner();
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transformer.transform source, result);

i f (payl oadCount == 0) {

/1

/Il create a Credential froma file
/1

credential = Credenti al . unmar shal

(new Fi | eReader (payl oadFil e));
list.add(credential);

}
el se {
/1
/1 create a DangerousGoodshManifest froma
Il file
/1

dgm = Danger ousGoodsMani f est . unmar shal
(new Fi | eReader (payl oadFil e));

list.add(dgm;
}
payl oadCount ++;
}

}
/1
/I process the mani fest ( processhManifest(dgn )
/1

catch (1 OException e) {}
catch (SOAPException e) {
e.printStackTrace();

catch (TransfornerConfigurati onException e) {
e.printStackTrace();

catch (TransfornerException e) {
e.printStackTrace();

catch (Unmarshal Exception e) {
e.printStackTrace();

catch (1 OException e) {
e.printStackTrace();

return |ist;

}

/**

* Function to process the content of a DangerousGoodsMani f est
*/

public void processManifest (Danger ousGoodsMani fest mani fest) {

try{
/1
/1 process the header data
/1
Docurent Header header = manif est. get Docunent Header () ;
String docurment| D = header. get Docunent | d. get Content () ;
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/1
/1 process transport infomation
/1

Transport transport = dgm get Transport();

/1

[/ Tranport is an optional elenent

//go to its children only if it is not nul
/1

if (transport!=null){

Vessel vessel = transport.getVessel ();
/1

/1 Vessel is an optional el enent

/1

if (vessel!l=null){
Nanme nane = vessel . get Name();
/1
//Nanme is an optional el enent
/1
i f (name!=null)
String naneContent = nane.getContent();

}
}
/1
/1 process the dangerous goods item
/1

Li st goodsltem = mani f est. get Danger ousGoodsl tem();
for (int i=0; i<goodsltemsize(); i++) {
/1
/ | Danger ousGoodsl t em
/1
Danger ousGoodsltem i tem = (Danger ousGoodslten)
goodsltem get (i);

/1

/ | Danger ousGoods (nandat ory)

/1

Danger ousGoods dg = item get Danger ousGoods() ;

/1
/ I Danger ousCGoods’ children (all are optional)
/1
UNDG undgl d= dg. get UNDA d() ;
i f (undgld!=null)
String undgl D = undgl d. get Content () ;

/1
/1 &t her children of DangerousGoodsltem
/1 (all others are optional)
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/1
GrossMassMeasure gmm = item get G ossMassMeasure();
if (gmm=null)

String gmmtContent = gmm get Content ();

/1
/1 process the manifest subni ssion
/1

}

}
catch (ConstraintViol at edException e) {
/1
/1 Constraints in Il violated
/1
e.printStackTrace();

cat ch (SchemaNot FoundException e) {

;; Schema files cannot be found
g{printStackTrace();

iatch (Const r ai nt sNot FoundException e) {
22 Constraints file cannot be found

e.printStackTrace();

catch (VocabException e) {
/1
/1 Constraints in schema viol ated
/1
e.printStackTrace();
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