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1. Overview

Hermes Webmin is a web-based admin front-end for Hermes MSH. It employs an agent-console architecture, which includes a Webmin servlet as the agent and some JSP pages as the monitoring console. The following diagram gives a pictorial view of the architecture.

[image: image12.jpg]i
&

r
i!?kl‘-r"\.a)"?"‘*l’ﬁ|1'frﬁvmr|||||iwmwm-mn«n Tl





The Webmin servlet acts as the interface between the MSH servlet and the JSP pages.  All functions related to the MSH API call are implemented in the Webmin servlet.  The JSP pages are for input and the results display. To deploy Hermes Webmin, please refer to “Webmin Servlet Setup Guide” and “Webmin JSP Application Setup Guide”.
2. Initial Setup

Once you have deployed the Webmin servlet and the JSP pages, you could access the JSP application index page by the URL http://%app_server_name_hosting_JSP_pages%/mshwebmin. A login box should be popped out, and you should enter default_admin for both user name and password fields. Once you click OK, you should see the following administration page.
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Enter all values as instructed in figure 2, and then press “Change”. If you see the message “The HTTP connection is available and the Webmin servlet is authenticated”, the configuration for the Hermes Webmin has been completed successfully.
Up to this point, you may perform Webmin system operations (e.g. adding new user to access Webmin, changing monitoring MSH etc) as well as MSH administration operations (e.g. halting MSH, querying status for a particular message, archiving etc) through different JSP pages. The details of each operation will be given in the coming sections.
3. Webmin System Operations

3.1 System Administration
This module allows you to perform Webmin system administrations, which includes adding user, removing user, editing user access right and change the current monitoring MSH. By default, user default_admin has this privilege. If you have this right, you can see the “System Administration” link in the left panel of the Webmin main page.
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As you can see, users having this privilege can add new user, edit existing user’s access right, remove user from accessing the system and change the monitoring MSH. The following sections outline the details of each operation. 
3.1.1 Add User

Enter all the fields according to the following figure, and then click the “Add User” button.
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If you see the message “Operation completed”, it means that the new user has been added to the access control list. If, however, you see the message “Request for adding user Fail”, it probably means that the user id you specified has been used by another user. Please change the user id and add the user again
3.1.2 Edit User Access Right
Once you entered the page, you should select the user to edit from a drop down list box. Press the “Submit” button and a list of function module checkboxes will be shown. Check the box if you want to grant the user that access right. Press “Submit Change” when you want to commit the changes. If you see the message “Operation Completed”, the user will get the new access right as shown in the page.

3.1.3 Remove User

Select the user you want to delete from the drop down list box. By default, user default_admin cannot be deleted. Press “Remove User” when you have decided which user you want to remove. If you see the message “Operation Completed”, the selected user is removed and will not be able to access the system again.

3.1.4 Change Monitoring MSH

Enter this page if you want to change the monitoring MSH. For details, you may follow the instructions from section 2, Initial Setup.

3.2 Password Settings
This module allows you to change your login password. By default, user default_admin has this privilege. If you have this right, you can see the “Password Settings” link in the left panel of the Webmin main page.

You can enter and reconfirm the new password in the fields provided in the main page. Pressing the “Submit” button will change your password immediately. For the default system administrator id default_admin, you are advised to change its password right away after you have finished the system setup, since its password default_admin is publicly known. 

4. MSH Administration operations
4.1 MSH Information
This module allows you to take a view on the MSH systems information. By default, user default_admin has this privilege. If you have this right, you can see the “MSH Information” link in the left panel of the Webmin main page.

You can see a variety of information for the monitoring MSH, including its URL, its version and its trusted repositories etc.

4.2 MSH Maintenance

This module allows you to maintain the running status of MSH. By default, user default_admin has this privilege. If you have this right, you can see the “MSH Maintenance” link in the left panel of the Webmin main page.

You can halt, suspend and resume MSH in this page.

4.3 MSH Database Information

This module allows you to take a view on the MSH database information. By default, user default_admin has this privilege. If you have this right, you can see the “MSH Database Information” link in the left panel of the Webmin main page.

You can see a variety of information for the database which monitoring MSH connects to. It includes the connection status, the number of current connections, as well as the number of records in different database table. You can reset the database connection pool by pressing the “Reset database connection pool” button.

4.4 Message Tracking
This module allows you to track the status of messages processed by MSH. By default, user default_admin has this privilege. If you have this right, you can see the “Message Tracking” link in the left panel of the Webmin main page.
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As you can see, users having this privilege can query the pending messages to be sent in the MSH and the status for a particular message. The following sections outline the details of each operation. 

4.4.1 Get Pending Messages

Click on the link “Get Pending Messages” and the result will be shown. If there is no pending message to be sent, you would simply see a message “No pending message to be sent”. Otherwise, you would see something which assembles the screen shot below.



You may look at the message status for pending messages or delete them as instructed in figure 6. If you try to delete a pending message, a message will be responded after you press the “Delete” button, indicating whether your deletion has been succeed.  

4.4.2 Get Message Status

You can enter the message id for the message you want to query in this page. Once you click the “Submit Query” button, message status details will be shown.

4.5 Message Archive
This module allows you to archive the messages that have been processed by MSH. The archived messages will be stored in the MSH host directory, specified by the value of MSH/Persisitent/ArchiveDirectory in the msh.properties.xml.  By default, user default_admin has this privilege. If you have this right, you can see the “Message Archive” link in the left panel of the Webmin main page.


As you can see, users having this privilege can archive the messages in the monitoring MSH directories by different criteria. The following sections outline the details of each operation. 

4.5.1 Archive by Time Period

You could specify the time range (inclusively) for the messages you want to archive. Once you specify the time range and click the “Submit” button, you may see something which looks like the following page.
Meaning of the results returned has been explained in the figure. You may perform further queries as instructed in figure 8.
4.5.2 Archive by Application Context

You could specify the application context for the messages you want to archive. Once you specify the CPA ID, Service, Action and Conversation ID in the fields and click the “Submit” button, you may see something which assembles figure 8. For details, you may reference the explanations on the figure.

4.6 Diagnosis Dump
This module allows you to perform a diagnosis operation on MSH. It dumps out the database content, MSH configuration files and log files that could be examined and verified by the user. By default, user default_admin has this privilege. If you have this right, you can see the “Diagnosis Dump” link in the left panel of the Webmin main page.

As you can see, you may specify the dumping criteria before you perform the actual dumping. If you want to specify the dumping criteria, please read the coming section. Otherwise you can skip it and go to section 4.5.2.
4.6.1 Specify optional dumping criteria
You could specify the dump period and/or the application constraints before you call the actual dump. Check the box if you need to add that constraint. Once you have decided, press the “Add Optional Criteria” button and you may see something looks like the following page.
Specify the constraints as instructed in figure 10. Then you may go to section 4.6.2.
4.6.2 Specify dump options
You must specify at least 1 dump option before you press the “Dump Files” button. Currently you can choose to dump the MSH log files, MSH configuration files and MSH database files. After making your choice, click the “Dump Files” button. 

4.6.3 Dump results

Figure 11 shows the dump result. Check the link to see the file. If the URL is not correct, it probably means that you have not configured the webminServlet.properties.xml in the monitored MSH properly. Please refer to “Webmin Servlet Setup Guide” for a correct setup.
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Figure 1 Hermes Webmin Architecture





Figure 2 System Administration page to configure monitoring MSH URL





URL of MSH to be monitored





User name to authenticate with Webmin servlet. This value will be cross checked with the value of Request/Config/UserName in the msh_client.propertie.xml in the MSH side





Password to authenticate with Webmin servlet. This value will be cross checked with the value of Request/Config/Password in the msh_client.propertie.xml in the MSH side





Figure 3 Main page of System Administration





User id for new user





Password for new user





This lists out all function modules that are available in the system. Check the box if you want to grant the user that access right





Figure 4 Administration page to add user





Figure 5 Main page of Message Tracking





List of pending messages. Click on the link and you will see the detailed status of each message.





If you want to delete pending message, select its id and press the “Delete” button.





Figure 6 Results from Get Pending Messages





Figure 7 Main page of Message Archive





Figure 8 Results form Message Archive – Archive by Time period





List of messages that have been archived, grouped by their application context. If you want to see the message’s details, please click the “Show all Messages in this application context in new window” button





List of messages that cannot be archived, grouped by their application context. If you want to see the message’s details, please click the “Show all Messages in this application context in new window” button





Reason telling why the message cannot be archived





Figure 9 Main page of Diagnosis Dump





Figure 10 Main page of Diagnosis Dump, with optional dumping criteria





Time period constraints. Appear only if you have checked the “Add Time period constraints” checkbox. You can specify the date period (inclusively) so that only results within this time period will be returned





Application context constraints. Appear only if you have checked the “Add Application Context constraints” checkbox. You can specify the application context so that only messages with this application context will be returned





Figure 11 Results from Diagnosis Dump
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